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Pre-installation

DeviceShield™ is a very compact product and as such the installation is a largely automated
process. DeviceShield™ is only installed on to a single PC from where the program will be
administered, policies defined and the client deployed to all PCs that are to be protected.

You do not need to install DeviceShield™ onto the other PCs in your network.

Before you can proceed with the installation, there are three things you will need to do ...

I. Install SQL Server (if one does not currently exists on your machine)
Il. Enable Remote Authentication using TCP/IP and Named Pipes.

I1l. Enable both the "SQL Server Authentication" and "Windows Authentication" methods on

the server.

Note:
Examples here are shown using the Microsoft SQL Server 2005 Management Studio Express

edition (included on the DeviceShield installation disk).

Supported databases include SQL Server 2000, 2005, 2008, and express editions. You may

also use your choice of management studio.

I. Installing SQL Server Express edition

To install SQL Server Express, please visit

http://www.microsoft.com/sql/editions/express/default.mspx

II. Enabling Remote Authentication

G Macrosoft SOL Server 2005 B Configuration Tools
| T Mozila Firefox bl Uz S0 Server Management Studo Express

| & Mockls Tundertird p e~ Remole Assistance 1

1] 50U Server Error snd Usage Repoting
B 50U Server Configuration Manages

B 50U Server Surface Area Configuration
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1) Go to "start" then "program files" and select the SQL Server Surface Area Configuration

option from the Microsoft SQL Server 2005 menu.

B S0QL Server 2005 Surface Area Configuration

SméT.Servecznos

Help Protect Your SOL Server

Minimize SAL Server 2005 Surface Area

SOL Server 2005 improves manageabdity and securiby by giving administrators mone conirol oves the suace sea of ocal
ard remals instances of SOL Serves 2005 'With the S0OL Serves 2005 Suiface Area Conhiguration tools. you can sy

* Disable unused seoices and network protocols fo remale connections,
= Dizable unused featwes of SOL Server compondnts,

Fiee niew mstsllshons, uie these tools 1o enable isqured festues, sennces. and network protacols that are disabled by
defauk Feor upgiaded rstances, wse thesa ook b idertity and dishls urused fealuies, senaces, snd protocols

Ulseas with adminidrative pivilages on Mictosoll Windows Vista ard lstes versions vl no bngers have adminiztistive
piivilegeas on thiz SOL Server installation by dafaull To explicith add youreell a2 a SOL Serves admiresiraton, chek on the
bl ke

B Add Mew Admereshator

K Read mose sbout configung the SOL Seaver suilace sea

Configure Surface Area for localhost [change compute)
ﬁ Surface Area Configuration for Services and Connections

2.

E'} Surface Area Configuration for Features

2) Click on the "Surface Area Configuration for Services and Connections" option.

& Surface Area Configuration for Services and Connections - localhost

1 5QL Server 2005 Surface Area Configuration
& Help Protect Your SQL Server

Enabls ony the sannces and connechion bpe: uied by pous applcations. Dizabling unused services and connechons helps
peotect your server by reducing the surface area. Fou defaull setings, see Help

Selact a component and then configuse its services and connechons:

= [f SOLEXPRESS Dizabls thiz sarvice unbsss poul applestions use il
= | ) Database Engre
+ Senice 3.

Rl Cornechons | Servics numa: | MSSOLISOLERPRESS.
@ | SOL Server Bronwssr Divplay rarne: [STIL Sarvmt ST 5
Dezciiption: | Provides shorage. processng and cortioled access of data and rapid
transachon processmg.
Statuplype: | Autamatic v
Service stabus: | Rurning

[ stoo ] [ Pase ]

Lok J[ concel J[ sy J[ Hew |

3) Click on "Remote Connections" from the left pane.
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& Surface Area Configuration for Services and Connections - localhost

| SQL Server 2005 Surface Area Configuration
&~ Help Protect Your S8GL Server

Enable orlly the ervces and connechon iypes used by youwr applcations. Dizsbling unused sernces and connechions heips
piokect pour server by reducng the sudace area For defaul seltngs, see Help

Sedect a component and then configure ks 2ervices and connections:

= 3§ SOLEXPRESS By defouk. SOL Server 2005 Express. Evaksstion. and Developer sditions allow kocal
= [ Database Engine chent connecticns only. Erferpiize, Standand, and Wodkgroup editions also lsten for
= Serite iemole chant connection: ovel TOPAP. Usa the options: below to change the protocot:

on which SQL Sesver sbens for incomng chert connections. TCPAP i prefened oves
# Remote Conneshion: named pipes becsuse it tequites fewes poits io be opened acioss the frevwal
# |2l SOL Setved Browssr
() Local connmeticns onkp
(&) Local and remote connechions—— 4.
) Using TCRAP oy
O Lskogknd pitore S
&= Using both TCPAP and named pipes T 5.

-.\-'neurbyln:.w View by Companent

6.—i) Ok [ coco ][ apew ][ Hew

4) Select the "Local and remote connections" option by clicking on the radio button.

5) Select "Using both TCP/IP and named pipes" by clicking on its radio button.

6 Click "OK".

Connection Settings Change Alert

2  Changes bo Connection Settings will not take effect until you restart the Database Engine service,

P
i 7—

7) On the "Connection Settings Change Alert" window, click "OK".

8) Close the "SQL Server 2005 Surface Area Configuration" dialog box.

II1. Enabling both the "SQL Server Authentication" and "Windows Authentication”

methods on the server.

1) Open Microsoft SQL Server Management Studio.
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"-..: Microsoft SOL Server Management Studio Express

File Edt Vew Took Window Community Help
= o | Iy A B e
alNewouery [y |5 o @ [ () B2 B o
Object Explorer g - - X
23 .& 7 |[Wus -
'] SALESO3\SQLEXPRESS :
SALESOSQLENPRESS 5 Tremis)
- Iarre
20p | Databases
Paes |l Security
o [ Server Objects
Restart (3 Repheation
Refresh | Managemant
3, Properties
£ >
< ¥
Ready

2) Right click the server name.

3) Select "Properties" from the drop-down menu.

F Server Properties - SALESO3\SOLEXPRESS [4(=1:9
Seloclapage | - i
| 5 Serst ~ [T 1

2 General < Gt
& Maemep |
4 Procesioe =
1 4 Server suthartcsbon
2 Cornechons O Windows Aullsselication mods
& Database Setiings HeRtT R S s L
B pdvsnced (=) | SO Senvar and Windows Authenboation mods —— 5,
:'l' FHITI!ﬂDﬂI ]

Logn auditing

) Nore

(%) Faded logmns only

) Successhd logre onky

) Both faded and successhul logine
Seryves proy scoound

[[] Ersble sesver piosy secount

Sesvar
SALESOMSOLEXPRESS

Compaciion:
SALESI3 \Adrmarisirater [[] Erable C2 sudk biscrg

B+ Ve conneclion properfg [T} Croa: database cwreshin chaning

Progress |

Resdy

Opbon:

6. ——0| (s )

4) Select the "Security" option from the left pane.

5) Select the "SQL Server and Windows Authentication mode" by clicking on its radio button.

6) Click "OK".
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Installation

To install DeviceShield™, double click on the downloaded file “DSTrial.exe”. The installation

procedure will start automatically. Select the appropriate install option then click next.

DeviceShield 3.0 - InstallShield Wizard

Welcome to the InstallS hield Wizard for DeviceShield 2.0

The Inst alSheeld Wizard will mstal DeviceSheeld 3 0 on pous compuber. To continue, chck Nead

4

Irsderl5rid y . ek T_@_n_i- | e |

1. At the welcome screen, click "Next".

DeviceShield 3.0 - InstallShield Wizard

1est the PAGE DOWMN key o soe the rest o 1he agesmert

Drevices heeld S oftware License Agieement

PLEASE READ THIS CAREFULLY BEFORE YU OFEM THE DISK PACKAGE. OR IF
OBTAINED ELECTROMICALLY, BEFORE YOU CONTIMUE INSTALLATION.

THIS LICEMSE AGREEMENT SUPERSEDES THE Lll:ENﬂ AGEEEMENT CONTAINED

IM THE SOFTWARE INSTALLATIOM AND DOCLIMENT.

CAREFULLY READ THE TERMS AND CONDITIONS OF THIS END LISER LICENSE
AGREEMENT ['P.GFEEEHEN'I ") BEFORE OPEMING THIS PACKAGE. BY OPEMING THIS
wﬁ D ARE ACCERTING AND AGREEING TO THESE TERMS AND

ITION

IF 0L ARE MOT WALLING TO ACCEPT AMD AGREE T THESE TERMS AND
CONDITIONS, YOU SHOULD RETURN THIS PACKAGE IN UNOPEMED FORM WITHIN 7
[v&''S OF RECEIPT FOR A FULL REFUND OF THE LICEMSE FEE YDU FAID

Instali5dd AR T et £ 1w |
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2. On the License Agreement page, please read it in its entirety. If you wish to print the
License Agreement, click the "Print" button located just below the document. If you do not
agree with the license agreement, click "No" to exit out of the application. Otherwise click

"Yes" to continue.

DeviceShield 3.0 - InstallShield Wizard

r

Plaaze artar pour name and e name ol the coenpany oe sisch pou work:

User Hame

Inster |5z - Tk mﬁ—g; Lr——

3. On customer information screen, please enter both a "User Name" and "Company

Name". Click "Next to continue.

DeviceShield 3.0 - InstallShield Wizard

InstallSied - T cpak '{_E_H_q_ _
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4. On the choose destination location window, please choose the location in which you
would like the program to install. The "C:\Program Files\DeviceShield 3.0" is the default
path and directory, and is the one that is most recommended.

DeviceShield 3.0 - InstallShield Wizard

Sed

Selsct the fostuses pou ward |0 nslall, and desolect the fealuees pou do not wanl to instal

5. On the select features window you will be selecting the applications in which you choose
to install. For first-time installations to the PC of choice, you will want to make sure that
both "Application" and "Database" are selected. If you are installing DeviceShield over your
current installation, or you are doing an uninstall then re-install and this is not the first time
you are installing DeviceShield to this system, then the Database may already be installed on

the computer.
Note: If you check both options, the current database on your system will not be
overwritten. If you would like to obtain a fresh installation of the database, you will need to

log into SQL Server and remove the database manually, then re-install DeviceShield.

6. Click "Next" to continue.
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DeviceShield 3.0 - InstallShield Wizard

O wirdows sithenicston

Insiall | ' o < Back ﬂ_u.d? F_'_gT | Cancel ]

7. In the database server login window, select the database server you would like the
database to be installed to from the drop down menu. If it is not listed, then click "Browse
..." to find the desired SQL Server.

Ex: computer name or domain name\name of server

8. Please choose from the menu the connection method you would like to use.

DeviceShield 3.0 - InstallShield Wizard

Instaliation Complete

& Hhe matalahon of D beedd 3.0, woun syslem must be restaded

Izt | " | i Back W -F,l'l;l_ ::__'Tu', % Concel f

9. Save and close any programs you may have open. Next, select the option to re-start your

computer.

10. Click "Finish".
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Product Activation

Before DeviceShield™ can be used fully it must be activated. If you do not activate
DeviceShield™, it will run in a limited, evaluation mode and will only allow you to control a

maximum of 5 PCs.

Activating DeviceShield™ can be done either from the License Details startup screen or by

clicking Activate on the Help>About DeviceShield™ screen within the product.

To receive your activation details please contact your reseller or the Sentinel sales
department on Tel: +44 (0) 1403 754702
Click on the Activate button to display the product activation window. Enter your registered

company name and ID into the appropriate fields and click Register.

Ender your license information below il you
wish toregister the product:

Company Hame:
Campainy 10:

Product Key:

deviceshield

This rial version will expire in 14 dayps
Plhizaza vigit hthord v latonbechnobogy com fos
lizersing infoematian,

EX T T

If your key is not accepted, carefully check the values entered. The key comprises of 5
groups of 5 alphanumeric characters. To avoid confusion, the key will always be all upper

case and will not contain the letters 'l' or 'O’ or the digits '1' or '0'.

Once activated, DeviceShield™ can be used as normal to control the number of PCs for
which you have purchased a license. The license details are displayed at startup and can
also be viewed on the Help > About DeviceShield™ screen.

Note: If you choose not to activate DeviceShield™, it will run in evaluation mode and will

only allow a limited number of PCs to be controlled!
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Security Issues

To make full use of DeviceShield™, you MUST be logged in as a Domain Administrator. This
is necessary as DeviceShield™ will be used to apply security policies to the PCs in your
network. As such, DeviceShield™ will need to establish a remote connection to the other
PCs in the network, copy files to them and install and start a Windows Service which will
control the use of Removable Media Devices.

Please ensure the security of DeviceShield™ by ensuring that only authorized users are able

to access the software.
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